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ReadyNAS Replicate Overview

An Introduction

NETGEAR® ReadyNAS Replicate™ is a licensed-based software solution that offers small to
medium-sized businesses a simplified, reliable backup and restore solution that protects
business data against downtime and disasters.
This chapter discusses:

e About NETGEAR® ReadyNAS Replicate™

e Simplified, Efficient Data Management

» Centralized Management Console

Chapter 1. ReadyNAS Replicate Overview | 5
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About NETGEAR® ReadyNAS Replicate™

ReadyNAS Replicate is a license-based software solution that offers cost-effective data
protection that helps minimize downtime and avoid disaster by backing up, then recovering
data files, complete systems, and even virtual environments in minutes.

ReadyNAS Replicate can be deployed on any business-class ReadyNAS device, and allows
data from one ReadyNAS device to be backed up and restored to and from another
ReadyNAS device.

Using a centralized web portal, create, manage, and monitor backup and restore tasks that
operate across ReadyNAS devices from multiple locations.

-

Web Application

T /\/_(V_/\\ Create and Manage Jobs
& _ WAN ReadyNAS Remote Replication

gpatch Job
Gather Repqg

' = \J\/_,_/v > .
ReadyNAS ReadyNAS
Peer-to-Peer

Figure 1. ReadyNAS Replicate network architecture

ReadyNAS Replicate Features and Benefits

e Online application for managing replication and recovery tasks

» Simplified, efficient data management

e Centralized management console

e Manage all jobs on all devices from a common interface

e Network Virtualization

e Create backup or restore jobs between any two ReadyNAS systems
e View consolidated reports

e Backup and restore system and data - whole or incremental, with options
e Backup revision control

e Restore to any network device - not just the job source

e Restore from any available date point

6 | Chapter 1. ReadyNAS Replicate Overview
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Simplified, Efficient Data Management

Managing efficient backup and restore tasks can be complex, even with the most
sophisticated tools. Coordination between the data source and backup target is required to
efficiently and consistently backup data or systems.

ReadyNAS Replicate automates and simplifies these complexities, creating point-in-time
backups, even if a backup job takes hours. It is as if the data on your ReadyNAS is taken
from a snhapshot in time while the backup job executes. The data stored in each backup job is
cataloged and can be easily searched; even a single file within a job can be restored by date.

Because backups are incremental, only data that has changed is backed up, however each
and every backup revision behaves as a full backup. By selecting a backup job and a restore
location, single points of data or an entire system are automatically restored without manual
copying or downloading.

Data is backed up from one ReadyNAS (called the source) to another ReadyNAS (called the
target). The target ReadyNAS contains most of the intelligence and manages the backup and
restore process. The source checks which blocks in a file have changed and only sends the
changed blocks, while the target catalogs the data from each backup occurrence in a manner
that makes it searchable with a fully indexed behaving like a full backup but at the cost of only
an incremental backup.

In addition, the target instructs the source to create a snapshot of the data to be backed up
and then instructs the source to release the snapshot when the backup is completed. Having
the intelligence in the target also allows data to be easily restored to any ReadyNAS device.

ReadyNAS Replicate can also be used to backup and restore unstructured file data across
your ReadyNAS devices, no matter where they are located. To back up structured data, such
as database files or virtual machine disk (LUN) on the ReadyNAS, these backups are "crash
consistent.” If applications, such as databases or virtual machines, do not quiesce and buffer
flushed, the data in the backup could appear as if the server was halted before all the data in
memory could be written to disk. However, most modern applications are designed to recover
from crash consistent data. Creating crash consistent backups has the advantage of putting
no load on the source host whether a database or virtual machine environment.

Chapter 1. ReadyNAS Replicate Overview | 7
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Centralized Management Console

Although backup and restore tasks happen between ReadyNAS units, the central
management portal gives you full control over every aspect of the process.

Always available from multiple locations, use the centralized management portal to control
data on your ReadyNAS units from anywhere, even when the ReadyNAS is unattended. Use
the management console to schedule jobs, immediately store and restore data, disable and
resume jobs, view consolidated reports, and much more.

Configure and control every aspect of a backup and restore task across multiple locations
through the centralized management portal. The easy to use management portal runs in the
cloud and dispatches tasks to your ReadyNAS devices where the backup or restore job runs.

You can restore a single file by date from one ReadyNAS to another from anywhere with no
need to download and copy the file, or the need for remote access to the network - it is all
done with few simple clicks.

Management Features

* Access all your devices from one convenient location. The ReadyNAS Replicate
management portal is accessible from any browser and provides one location in which to
manage all your data protection tasks.

* Use the graphical interface to schedule backup jobs. With a few mouse clicks you can
schedule a backup job according to most any scheduling pattern.

e Backup and restore an entire system. You can backup an entire system just as easily as
backing up a single file. Additionally, restoring an entire system is completely automated,
by selecting the system backup job and then selecting the device you want to assume the
role of the backed device. This process saves precious time in a disaster recovery
situation.

e Easily disable and enable a job. To temporality stop a job from running and start it on its
schedule at a later date takes just one click. No need to access any of the ReadyNAS
devices.

* Real time reports and progress monitoring. From the Replicate management portal you
can monitor pending and active jobs, and easily skip pending jobs or cancel active jobs.

e Aggregated reports. All reports from all backup and restore tasks are aggregated and
searchable from on convenient location.

e Restore a single file to any ReadyNAS in your network. The Replicate portal allows you to
browse backups by date and restore a single file without needing to restore the file to the
originating ReadyNAS; you can bring it back to any ReadyNAS in your network with a few
simple mouse clicks.

8 | Chapter 1. ReadyNAS Replicate Overview



Install ReadyNAS Replicate Add-On
Activate Add-on

The ReadyNAS Replicate add-on is one of many add-ons offered by NETGEAR.
This chapter discusses:

 About ReadyNAS Add-ons
» ReadyNAS Replicate Setup
» ReadyNAS Remote ID

e Proxy Settings

e About ReadyNAS Remote

Note: NETGEAR® ReadyNAS Replicate™ is designed for business-class
ReadyNAS systems and will not work on Stora, ReadyNAS Duos, or
sparc-based systems.

Chapter 2. Install ReadyNAS Replicate Add-On | 9
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About ReadyNAS Add-ons

ReadyNAS Replicate Add-on

To benefit from ReadyNAS Replicate, you need:

e two or more devices on your network
 aReadyNAS Remote ID
* avalid license key
A ReadyNAS Remote ID can be easily obtained through the FrontView Management

Console on your ReadyNAS system, or you can create one during the ReadyNAS Replicate
installation process.

A ReadyNAS Replicate license key can be purchased from a reseller, or through a link on the
application. Without a license key, you can register for a 45-day trial period, after which a
permanent ReadyNAS Replicate license is required. Without a valid license, you will be
denied access to ReadyNAS Replicate.

Basic Setup

Install the ReadyNAS Remote Add-on from the FrontView Management Console.
Create a ReadyNAS Remote ID, if you do not already have one.

Purchase a license key or utilize the 45-day trial license.

Sign in using your ReadyNAS Remote ID.

Register your license information.

Register your devices.

o g~ WD R

Other NETGEAR Add-ons

NETGEAR offers an array of additional features and services accessed by installing various
add-ons developed by NETGEAR, NETGEAR’s partners, and community developers.

To view and download additional ReadyNAS add-ons that are not pre-installed on your
system, visit http://readynas.com/addons and http://readynas.com/community_addons.

Note: For more information about ReadyNAS Add-Ons see the
ReadyNAS for Business Software Manual.

10 | Chapter 2. Install ReadyNAS Replicate Add-On
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ReadyNAS Replicate Setup

To install ReadyNAS Replicate:

1.

Log into the ReadyNAS FrontView Management Console.
Go to Services > Installed Add-ons.
Select the ReadyNAS Replicate check box and click Save.

If you do not see the ReadyNAS Replicate add-on listed in your firmware, you can
download it at www.replicate.readynas.com. See Installing the .bin File on page 13.

-

NETGEAR' ReadyNAS Pro 4

Connect with Innovation Standard File Protocols | Streaming Services | Discovery Services | [t EE

[ichesn I iocout]

:
Standard File Protocals
R S, ReadyNAS Replicate, ReadyNAS Replicate is a simple, cost-effective data ®
protection solution designed for the ReadyNAS that helps minimize downtime and
Discovery Services avoid disaster by easily recovering data files, complete systems, or even virtual

environments in minutes. The solution can be deployed on any business class
ReadyNAS devices and allows data or complete systems of one ReadyNAS to be
backed up to and restored from another. Managing these tasks is accomplished
through a centralized web portal where you can easily create and monitor backup
and restore tasks that operate across your ReadyNAS devices from multiple
locations.

> Status Manage ReadyNAS Replicate

m

Remove

[ Switch to Wizard Mode | [ Register |

Click the Manage ReadyNAS Replicate button to allow remote access to ReadyNAS
Replicate. You will be prompted to enter a license key. If you do not have a license, you can:

e purchase a license using the link on the screen.

e purchase a license from your reseller.

» select the 45 day trial button to use the product without entering a key.

If you have purchased a license, you will receive an email confirmation with the license
key. If you use the trial license, once you actually purchase a license, return to this

screen, enter the valid license key, and press the Update License button to activate the
product.

NETGEAR' ReadyNAS Replicate

8 acrace soresment
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5. Enter the license key to register your license information.
A valid license key auto-populates your account information. This account is used to
administer the application on the device.
N ETGEA R’ ReadyNAS Replicate
Account information Device Registration
License Information
License Key: Click here to purchase a license.
Type: Trial
Valid from: Fri, 24 Sep 2010 20:35:31 UTC
Expiration: Mon, 8 Nov 2010 20:35:31 UTC
| Customer Information
Company Name™:
First Name™=:
Last Name™:
Email Address™:
Phone Number:
~| VAR Information
Update License I accept agreement The licence agreement and terms
6. Register the device.
Once the license is registered, enter your ReadyNAS Remote ID to register the device so
that it appears in the management portal. If you do not have a ReadyNAS Remote
account, click the link to create one. See ReadyNAS Remote ID on page 15 to see the
form.
N ETG E AR ReadyNAS Replicate
ReadyNAS Replicate | Refrest W e ll Ciose |
Note: If the device is behind an http proxy, server, the license and user
registration will not be possible until you enter the proxy setting. The
values can be entered using the Advanced Settings button, which
enables the configuration tab. See Proxy Settings on page 16.
12 | Chapter 2. Install ReadyNAS Replicate Add-On
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Installing the .bin File

If the ReadyNAS Replicate add-on is not available on your firmware, you can download it
from the Remote ID login screen, then upload it to your ReadyNAS using the FrontView

Management Console.

To install the ReadyNASReplicate.bin file:

1. Go to www.replicate.readynas.com.

Click the Update ReadyNAS with Replicate Add-on link, and save the
ReadyNASReplicate.bin file to your computer, a USB drive, or other transfer medium.

NETGEAR'

Enter your ReadyNAS Remote ID and Password

RemoteID:  MyRemotelD

Password: esssssssssssse

Sign in with your NETGEAR ReadyNAS Remote ID

To continue, you must be registered as a
ReadyNAS Remote user.

Join Mow | Reset Account

cate Add-on

Update ReadyNAS with Rep

Click the Add-on link
to download the
ReadyNAS Replicate
add-on

File Download

Save the .bin file

Do you want to save this file. or find a program online te open
it?

MName: ReadyMNASReplicate.bin
Type: Unknown File Type, 1.68MB
From: www.readynas.com

‘L i Save I Cancel ]

i s 1 While files from the Imtemet can be useful, some files can potertially
g ham your computer.  you do not trust the source, do not find a
program to open this file or save this file. What's the nsk?

3. Once downloaded, open the FrontView Management Console on your ReadyNAS, go to
Update > Local, and upload the .bin file. The process takes several minutes, after which
you need to reboot the system. You can then proceed with the upgrade.

* Network
= Security
> Services

= System

Clod

||_Browse..

Alerts [

Upload and verify image.. ]

Performance
Lsngusge
Update
Config Badwp
Power

Shutdown

Select the Remote option if this device is connected to the Internet, Local option to upload an
update image from your system, or Factory Default if you wish to destructively clear the device.

Rem ettinas Factory Default

Select the firmware or Add-on image.

Chapter 2. Install ReadyNAS Replicate Add-On |
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Access ReadyNAS Replicate

To log into ReadyNAS Replicate:

1. Go to www.replicate.readynas.com.

Enter your ReadyNAS Remote ID and password to launch the ReadyNAS Replicate
application. The default home screen is Views > Network. From here you can see and
manage all the registered devices on the network.

e If you do not have a Remote ID yet, click the Join now link.

« If you already have a Remote ID, but have forgotten your User ID or password, click
the Reset account link.

NETGEAR'

Sign in with your NETGEAR ReadyNAS Remote ID

Enter your ReadyNAS Remote ID and Password

To continue, you must be registered as a

RemoteID:  MyRemotelD ReadyNAS Remote user.

Password:  essssssssssess Join Now | Resst Account

Update ReadyNAS with Replicate Add-on

ReaduNAS NETGEAR

Replicote »

Views ||| Views |Hetwork XK Remove | & Refresh
e
{’_:Jnhs Volume /c m— o i Volume fc
C————— B —]
@ = Za7ce ﬁ' Volume /c %' Volume /c ﬁ' eyt
Monitor [ — [ —
2430 GB free 07 4495 & 2705 GF free of 222.5 G I
8 et [Eef (€0GBR=ol465Gh  Emmgl 2050Bheco2225G8  [mmmgp Volumeld
EL[ Reparts A Capon_ nas-E._ pro1  717.3GE e of 718 GB
G
€ networc w2 ZecEcEh
Volume #
Tools - 212.8 GB free of 214.8 GB
|t Backup Data
5]
Restore Data
§.®5acup system
Q}RESWES‘-‘SEW %’ mx2 Model: ReadyNAS NVX
ReadyNAS NVX, RAIDistor v 4.2.11 Space free: 8756.2 GB
—
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ReadyNAS Remote ID

To get a ReadyNAS Remote ID:

1. If you do not have a ReadyNAS Remote account, click the link to create one.

NETGEAR
ReadyMAS Replicate

Account informaticn | Device Regestration

Your ReadyNAS Remote account will be used to administer ReadyNAS Rep

ReadyNAS Replicate

Ezm £n =

Click link to create

devices, Please

enter your ReadyNAS Remote credentials.

Usemname:

Password:

Regster

If you don't have a ReadyNAS Remote account, you can r @

Connect with Innovation ™

Advanced Settngs

_— aReadyNAS
Remote ID.

on your regi;

NETGEAR’

Ml ReaduNAS

Create an Account

Required information for ReadyNAS Remote account

First Name:

Last Name:

ReadyMNAS Remote User 1D:

Email address:

Choose a password:

Re-enter password:

(e.g. myname@example.com)

Your password must be greater than 6 and less
than 20 characters and may not include spaces.

ReadyNAS Remote is powered by Leaf
Networks, and the use of ReadyNAS
Remote requires agreement to the
following Leaf Networks End User
License Agreement. -

TS

By clicking on 'I accept’ below you are agreeing to
the above terms.

| accept Create my account

ReadyNAS Remote
Copyright® 1956-2010 NETGEAR®

Chapter 2. Install ReadyNAS Replicate Add-On
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If the device is behind an http proxy, server, the license and user registration will not be

possible until you enter the proxy setting.

The values can be entered using the Advanced Settings button, which enables the
configuration tab.

To configure Proxy Settings:

1.
2.
3.

Go to the Configuration tab.
Fill out the required fields.
Click Apply Settings to save the changes.

NETGEAR’

Connect with Innovation ™

Account information

Type
HTTPS

ReadyNAS Replicate

Device Registration

Device ID: prol_001F33EA1CA7

| use Proxy Server

Address

Authentication Required

User Name™:

Password™:

Advanced Settings

Configuration

Port

["] specify Port for Incoming Connections

Protocol:

Security

Enable Encryption

Enable Firewall

Debug

Level Type:

TCP

ReadyNAS Replicate

Refresh m Close

Port:

Debug Mesg Info »

Apply Settings

p2p version 1.8.0-0

16
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About ReadyNAS Remote

ReadyNAS Remote comes preinstalled on any ReadyNAS system, and allows secure,
remote access to shares on your system. A ReadyNAS Remote ID is required in order to
access the ReadyNAS Replicate application.

To install ReadyNAS Remote:

1. Log into the ReadyNAS FrontView Management Console.
2. Go to Services > Installed Add-ons.

3. Select the ReadyNAS Replicate Remote check box and click Save.

=

Co

NETGEAR’

nnect with Innovation

Standard File Protocols

Streaming Services
Discovery Services
Installed Add-ons

Shares
ckup

> Printers

» System
> Status

Standard File Protocols | Streaming Services | Discovery Services | DOEE]|[ER-lalsMeIety

ReadyNAS Remote allows secure remote access to shares on the ReadyNAS
without complicated router or VPN setup. Access from Windows and Mac are over
File Explorer and Finder, so you can easily drag & drop files like you would
normally do in your LAN environment. To use ReadyNAS Remote, you will need to
enable this option here and install a small client on your PC or Mac. For more
information on ReadyNAS Remote, click here.

Switch to Wizard Mode

| [ Register |

‘

ReadyNAS NVX

=3 En rm

Manage ReadyNAS Re=

o & 2
T

l ,  ReadyNAS Remote service has been started.

[

Tue Oct 19 13:05

2010

)

Copyright © 1996-2010 NETGEAR ® | RAIDiator 4.2.14-T10
— —

4. Click the here link on the screen and follow the instructions in the article How to setup
remote access with ReadyNAS Remote located on the website.

Here is a direct link to the website: http://www.readynas.com/?p=1435.

5. Enable ReadyNAS Remote.

Be sure to note your UserID, email address, and password.
UserlD:

email:

password:

For more information about how to set up remote access with ReadyNAS Remote, click the
link on the FrontView Management Console interface, or go to http://readynas.com/remote.

See the ReadyNAS for Business Software Manual for more information about add-ons.

Chapter 2. Install ReadyNAS Replicate Add-On | 17



ReadyNAS Replicate Views

From the ReadyNAS Replicate Views area, you can create jobs, monitor your devices, and
generate reports.

This chapter discusses the features in the View area:
e Monitor the Network
e About Jobs
* Monitor Jobs
* Run Job Reports

Chapter 3. ReadyNAS Replicate Views | 18



ReadyNAS Replicate Software Manual

Monitor the Network

The ReadyNAS Replicate home page graphically displays all the devices registered on the

network, and its status. Use this area to quickly see the exact parameters of all devices on

your network.

The top panel shows the following information:

Device name

Each volume in the device

Total size of each volume in the device
Amount of space used on each volume

The bottom shows the following information:

Device name

RAIDiator firmware version

Device model

Free space on the device

Total size of all volumes on the device

Total space used on all volumes on the device

ReaduNAS

Replicate

Views

@ Monitor

m[ Reports
G

&-/ Network

Tools

|!_- Backup Data
"ﬁ__' Restore Data

a|| Views |Hetwork

K Remove | 5 Refresh

Volume /c

4 ®5adup System

ﬁ} Restore System

Volume fc - — =
=] — ey
2z 2227 Volume /¢ % Volume /c % 5923 OB hoc o1 893 68
_ — ————
Co— Smyf c<cccBrescressscs WP 2205 GBre=ct2225G8 [y VYolume/d
ﬁ - sEee Capon... nas-E... prol 717.3GBhecofT12 GB
I
_' Volume fe
mx? 2245 GBfesof2247GB
Volume £
- 212.8 GB free of 214.5 GB
— CaponeNAS-Pro2 WModel: ReadyNAS Fro
| ' ReadyNAS Pro, RAIDiator v 4.2.14 Space fiee: 342.6 GB
=
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About Jobs

The Jobs area provides an easy way to add, and delete backup jobs.

Once a job is created, ReadyNAS Replicate will run that job based on the defined schedule
set for that job.

In addition to the regularly scheduled job, at any time you have the option to:
» Disable the job by clicking the red icon.
* Re-enable a disabled job by clicking the red icon again. | @ K|
e Delete the job by clicking the blue X icon.

To create ajob:

1. See Chapter 4, ReadyNAS Replicate Tools for more information.

ReaduNAS

Replicate
e || Vviews |Jobs & Refresh

§3% 1005 piame i Sl From -1

Data Backup [2010-10-21 02:48 PM] prod CaponeNAS-Pro2

@ X
@ Manitor backup
Data Backup [2010-10-21 02:54 PM] prot CaponeNAS-Fro2

Ell Reports CIRES backup

7Y
@) netnorc

Tools -

Ig Backup Data
o]
Restore Data

4. ®52cap sysiem

From To
S Restare System @

20
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Monitor Jobs

The Monitor area allows you to view the status of pending and active jobs. Active jobs are
those currently running, while pending jobs are the next occurrence of a scheduled job. If you
want, you can run a job immediately from the Monitor area.

At any time you have the option to:

»  Skip the next occurrence of a scheduled job by clicking

the red icon. S| [P |

* Return the skipped job back to an enabled state by
clicking the red icon again.

» Immediately run the job by clicking the blue play button.

ReadyNAS

Replicate

Views - Views | Monitor
13 e Date Sl From S Progress.
Jobs

= Pending (2 Items)
@ Monitor
= @| | p | DataBackup [2010-10-21 02:48 PM] 2010-11-01 12:00 AM pro CaponeNAS-...
Ell Reports backup

. ¢ Data Backup [2010-10-21 02:51 PM] 2010-11-01 12:00 AM pro1 CaponehAS-...
= ol (»
&/ Network backup

Tools -

[ secep s
)

Restore Data
§.%5acop system
i restore system
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Run Job Reports

At your request, ReadyNAS Replicate generates reports that shows the outcome of a
scheduled job.

To run areport:

1. Select a job from the pulldown menu.
The report runs automatically, and generates a detailed progress report.

Click the + icon to see the specific details of the job. If a job fails, a generated report
shows exactly where the problem occurred.

ReadyNas

irws < | Viows | Repors | ETTENTE |w (S Gmupeg| (| | Pape  lsfo 2 Antresn
. conny | 807 Dals Backu [2010-10-21 02546 M) Siarted = Fiished
ok Jobes 2 Data Backan [2019-10-21 02:51 PH] fin,
i ho
Wil reperts
Tanols -

NETGEAR

Vimws [Meperis | {3 Dt Sasiup [P010-10-21 0251 PU] ¥ | IS Geouping Pape 1011 o Rafreas

St Job Reasan Sated*  Fihed
S Data Backup [2010-10-21 0251 PH]
reprarts (2 Thewn)

T} 1 & Sectesn Dats Backug [2010-10-21 0251 PY)

3 1 @n rema Data tachum [2012-10-21 0187 PU) 5t canceled

& Startng o6 Data Bachu [2010-10-28 0251 T

&) Cresse target folde FomeoaData Beckug [2016-10-21 0241 Pu)
g erget Toider: iCmediaDats Backsg [2010-10-21 0251 FU]
& 520 ocal £ - 515955194

i) Set o0 viate 1o ACTIVE

#) D conne<t 1o pro_OD1FIIEAICAT in 157101 metwork

#) pdpnet_retval §

R e
B Sending task b source device

) Awabeg sk regen

8 fieceted sustess repon

¥ Snapasst on sserce devies erested

1, Job imermasted by wsar

¥ Alemaving snscannt o ssurce deves

¥ Senang 1k t2 sourse deves

¥ Awnteg task regen

¥ Ascened suceess report

¥ Snapasat on soerce devies succesatuly removed

¥ pdp dconnect with prol_DO1FIAEAICAT i 167101 netwark
# Uniock target dsider: iimedaDatn Backup [2010-10-21 0261 P
# Set pb wste 1o PENCENG

¥ Job Tiata Baciup [2010-10-21 02°51 PUT" teshed

Finh time: 2010-10-21
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ReadyNAS Replicate Tools

Use the ReadyNAS Replicate Tools area to backup and restore data or the entire system.
This chapter discusses the features in the Tools area:

o Data Backup
e Data Restoration

Chapter 4. ReadyNAS Replicate Tools | 23
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Data Backup

Backup Data

Scheduling backup jobs is easy and straight-forward. Use this option to backup data at the
individual folder level.

To backup data:

Click Backup Data from the Tools navigation panel.
From the Backup From pulldown menu,
a. Select the device with the data you want to backup.
b. Check the folder with the data you want to backup.
If you do not check the box, you will get a message later telling you to select the data.
3. From the Save To pulldown menu,
a. Select the device on which to copy the data.

If needed, click the New Folder button to create a new folder for it.

Data Backup *
Name: Data Backup [2010-10-22 02:31 PM] @
Backup From: )
B vz v| %
Name Size
2 B nxz
4 Og3f
- [] 2] system backups
[ =3 home
[¥] CJDan
- [T11C7 timemachine
> B 3e
X4
> @3¢
Save To:
B pro1 ¥ | 2 | CONew Folder | 3K Delete
e Create Folder 3 R
] ‘ prod -
=T Please enter new folder name:
[> [ replication Dan 2 H
2] home
=] timemachine aK Cancel
® cancel = = Next [

—
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4. Click Next to setup the backup job.

a. Select the date you want the backup to take effect.
b. Select a pattern from the Repeat pulldown menu.

Options are:

e Hourly

* Dalily

* Every weekday
e Monthly

e Custom

c. Depending on your choice, enter the fields, then

The custom setting offers hourly, daily, weekly and monthly options.

d. Click Next to preview the scheduled job, then click Apply to schedule the job.

Data Backup
Sehedube

Effective from:  10/22/2010

=

Repeat: | b
Houry L
Daly
| Every Weskday
| Monthly
Custom...
Click Next to setup the
[ backup schedule.
8 Cance —o,
Data Backup X
Data Backup [2010-10-22 02:31 PM]
=53] =
[ f/Dan o -
| — _
E' {/prol 001F33EAICATIA ]
nvx2 prol
Schedule Preview
Occurs at 00:30, on 1th day, every month. Effective: Fri Oct 22 2010
MNovember 2010 December 2010
s M T W T F §[S M T W T F S/ S M T W T F §
1 2 3 4 5 6 a3l 2z 3 2
7 8 B 10 11 12 13| 5 6 7 & 9 10 N
14 15 16 17 18 19 20| 12 13 14 15 16 17 18
{222t 22 22 24 25 5 27|19 2 21 2 23 4
24 25 26 27 28 29 30|28 29 30 26 27 26 28 30 3
31 .
Click Apply to
Limit revision history: | unlimited :‘, Comprelsion SChEdUIe baCkup IOb
® cancel - Back = ‘U Apply
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5. View the scheduled backup on the Jobs screen.

See Chapter 3, ReadyNAS Replicate Views for more information.

Wiews Views | Jules S Retresn
o Viarm = Bierem B
N @ 7 Dt Backup (20191921 0248 F) prat Capsoehiag.Frad
Qo bahup
Morvior
hjl al x Data Backup [F010:10.21 02:51 PM| prod Caponelia5-ProZ
Rrperty backup
Dats Bactoup [2010-10-22 1215 PM) el ol
| - 8 XK e
& ¥ St Backn [AH0.18-27 13:45 Pal) pot nasEASIAT
— sysiem backup

E Syvtem Dachp [20. Bt ra-La 8028
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Backup System

Backing up an entire system is just as easy as backing up smaller data folders.

To backup system data:

Click Backup System from the Tools navigation panel.
From the Backup From select the device from the pulldown menu.

From the Save To pulldown menu, select the destination folder in which to copy the data.

If needed, click the New Folder button to create a new folder.

4. Click Next to schedule the job.

a. Select the backup effective date from the Effective from field.

b. Select a pattern from the Repeat pulldown menu. Depending on your choice enter
the information in the fields provided. Options are:

Hourly

Daily

Every weekday
Monthly
Custom

System Backup
MName: System Backup [2010-10-22 03:45 PM]
Backup From: | B pro1

Save To:
B nas-EA-50-45
Name
4 B nas-EA-50-45
. J I

© cancel

@.

4

-

v | & | CInew Folder | 9% Delete

Size

- (—- Next )

Click Next to setup 4—,—

the backup schedule.
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System Backup
Schedule

Effective from: | 10/22/2010

Repeat:  Monthly 7

Starting at:  00:15

[7  Occurs at 00:15, on 1th day, every month.

Effective: Fri Oct 22 2010

I ;
2| hhimm on: |1 Day

- Bac( = Mext C;
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Click Next to preview the scheduled job, then click Apply to schedule the job.

Click Next to preview
the backup schedule.

® cancel
System Backup X
System Backup [2010-10-22 03:45 PM]
Gy '] Drol ODIF33EAICAT =
; | — )
[/nas-EA-50-45 001F... ()
prol nas-EA-50-45
Schedule Preview
Occurs at 00:15, on 1th day, every month. Effective: Fri Oct 22 2010
October 2010 Movember 2010 December 2010
S M T w I F S S M T w T F S S M T w T F S
1/ 2 3 4 5 1| z 3
7 8 9 10 11 12 13| 5 & 7 & 8 10 M
14 15 16 17 18 19 20| 12 13 14 15 16 17 18
[zt 22 23 24 25 2 27|19 20 21 2 2 M B
24 25 26 27 28 29 30|28 29 30 26 27 28 28 30 31 CI|Ck Apply to
31
= schedule the
Limit revision history:  unlimited |- Compresfion k .
& cancel « Back = éAppry bac up JOb'

5. View the scheduled system backup on the Jobs screen.

See Chapter 3, ReadyNAS Replicate Views for more information.

tarm Bsrem
@ 7 Dt Backup (20191921 0248 F) prot

backup
@ 3| Data Backup [H1040-21 02:51 P) oot

backup

Duta Backup (2010-40-22 4245 PM] o
8 XK e

System Backin (30191022 0345 PuI| pot
B emteciy

Syvtem Dachp [20.

‘3} s tors

o Retresn
B

Capoaliag.Frad
Caponelias-Froz
Ll

PESEAEDAT

28 |

Chapter 4. ReadyNAS Replicate Tools



ReadyNAS Replicate Software Manual

Data Restoration

Restore Data

Restoring jobs is easy and straight-forward. Use this option to restore data at the individual

folder level.

To restore data:

a rc w DN

Data Restore

Name:
Restore:

Data:

Alternative:

® cancel

Restore Data [2010-10-22 04:32 PM]

Bl pro1

§3" Data Backup [2010-10-21 02:48 PM]
Name
4 B caponeNAs-Proz
[_]2010-10-22 11-38
» [J2010-10-21 14-48

B nas-EA-5045

Click Restore Data from the Tools navigation panel.

From the Restore pulldown menu, select the device with the data you want to restore.
From the Data pulldown menu, select the backup job to restore.

If desired, select an Alternate device from the pulldown menu.

Click Apply to accept the parameters.

*
@ | [¥] Keep existing files

v

: Click Apply to

~[@

restore data.
-
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Restore System

Use this option to perform a data restore at the system level.

To restore system data:

Click Restore System from the Tools navigation panel.

From the Restore pulldown menu, select the device with the data you want to restore.
From the Data pulldown menu, select the backup job to restore.

If desired, select an Alternate device from the pulldown menu.

Click Apply to accept the parameters.

a s wDh e

System Restore *
MName: System Restore [2010-10-22 04:45 PM] @ Keep existing files
Restore: | B prol e

Data: =
§3 Data Backup [2010-10-21 02:48 PM|] .

Name Size
4 H] CaponelAS-Pro2

C12010-10-22 11-38

[12010-10-21 14-43

Click Apply to
Alternative:  Select Device... A F__ restore data.

® cancel G Apply
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Network Virtualization and Architecture

Network Virtualization is the process of combining hardware and software network resources
and network functionality into a single, software-based administrative entity.

Virtualizing ReadyNAS devices on a single virtual LAN simplifies the setup and configuration of
backup and restore jobs. Use ReadyNAS Remote to automatically create on-demand, encrypted
point-to-point connections between ReadyNAS units, without the need for manual network setup
or configuration.

Once your ReadyNAS is added to your replication network, you can use it as either a source or a
target for replication tasks. Additionally, there is no need to set up a VPN or SSH tunnel for
secure communications between devices.

This chapter discusses:

« ReadyNAS Replicate Virtualization
e Architecture

e Security

e Performance
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ReadyNAS Replicate Virtualization

With ReadyNAS Replicate you control your own virtual local area network using a
cloud-based management portal that allows you to add or remove devices from your network
from anywhere.

Replication

Control Plane
Registration
Authenfication/S50
Application management
Davice management
Metwork control

ReadyNAS
Replication Portal

WAN

Data Replication

Target
ReadyNAS ._\Snapsho: . ——

| )
A\
= |

| Virtual Network Connection I

No port forwarding or DDNS required
Figure 2. Data replication using network virtualization and web portal management application

Once a device is added to your network and is registered with the centralized management
portal, it can participate in any backup or restore task, and maintains a persistent connection
used by the portal to manage replication tasks. Devices in your network communicate as if
there were on the same local area connection. The fully encrypted private virtual connection
created between units is created on demand without the need for manual network
configuration.
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Architecture

ReadyNAS Replication software application allows you to create an on-demand virtual
private connection between two or more ReadyNAS units. Unlike traditional VPN application,
this connection is established without the need for any complicated setup; all you need to do
is add your ReadyNAS to your virtual network and register the unit with the centralized
management portal. Once the connection is formed, your devices act as if they are on the
same LAN.

ReadyNAS Replication runs on business-class ReadyNAS units, and forms a direct
connection between any two devices. This connection is facilitated by our ReadyNAS
Remote servers. With few exceptions, once the connection is established, the ReadyNAS
Remote servers are not used, and forms a direct connection between your units. With a
direct or relayed connection your data is safe and fully encrypted using NETGEAR’s
end-to-end security model; only the endpoints can decode the data. In very few cases, when
a direct connection cannot be formed, our relay servers are used to create the connection?.

In order to form a connection between your ReadyNAS units, both devices need to be
registered with our ReadyNAS Remote servers. Your ReadyNAS automatically registers itself
once the Replication add on has been enabled. Your device uses its unique MAC address as
its user name, but there is no reason to remember this user name since it is always readily
available in your Replication network.

Once your ReadyNAS devices are registered, they log into and form an SSL connection with
the ReadyNAS Remote servers. The ReadyNAS Remote servers are then used to form a
control channel. The control channel is used to route end-to-end control messages between
ReadyNAS units.

For example, one ReadyNAS might request a connection to another ReadyNAS. In this case,
a control message flows from the caller, through the ReadyNAS Remote Servers, to the
callee. The receiving ReadyNAS can choose to accept or decline the incoming connection
request, and send a response back to the caller over the same control channel. If the
connection is allowed by the ReadyNAS, the connection setup begins.

During the connection setup phase, our patented NAT traversal technique is used to setup a
direct peer-to-peer connection between ReadyNAS units so no port-forwarding or dynamic
DNS is required. The connection setup phase requires temporary use of ReadyNAS Remote
servers, and exchanges AES keys, which are only shared between endpoints so the data the
flows between the devices is protected by end-to-end encryption. Once the peer-to-peer
connection is formed, the data travels directly between your ReadyNAS devices.

Figure 3 shows how the control channel is used to route messages between units, send
responses back to the caller, and uses NAT traversal technique so no port-forwarding or
dynamic DNS is required.

1. A relay server is used in less than 5% of connections.
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PC or Mac
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ReadyNAS Remote
Server

@ Encrypted

Firewall Control Channel Firewall

ReadyNAS

Figure 3. Connection setup with ReadyNAS Remote

Security

ReadyNAS Replication offers end-to-end security for remote data access, as outlined below:

1.

ReadyNAS Replication running on the ReadyNAS securely (SSL) authenticates with and
connects to ReadyNAS Remote server.

The administrator of the ReadyNAS Replication securely (SSL) logs into the ReadyNAS
Replication configuration page locally and adds the ReadyNAS to his/her replication
network.

Once the devices have authenticated, the ReadyNAS Remote server will send over SSL
connection, a list of ReadyNAS devices to which are in the Replication administrator's
network.

Using the control channel setup with the ReadyNAS Remote server, ReadyNAS sends a
connection setup request to another ReadyNAS. If the requesting ReadyNAS is in the
access control list located on the ReadyNAS, the connection setup is allowed to proceed.

During the connection setup, the ReadyNAS units then exchange 256 AES keys with so that
the keys are only known by the two endpoints.

Once the connection is formed, all data is encrypted and transported directly between the
two endpoints and only the endpoint can decrypt the data.

It is not possible for users or devices that are not in the access control list, or who has not
been authenticated with the ReadyNAS Remote server can access your ReadyNAS.

Although ReadyNAS Remote could potentially be used as a VPN connection to your
ReadyNAS, it is only allowed to transport replication services between your ReadyNAS
devices; all other ports on the virtual network are blocked.
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Performance

As typical of any VPN application, ReadyNAS Remote uses an additional TCP or UDP
header that introduces marginal bandwidth overhead in order to tunnel from the private
network interface. The relative overhead depends on the size of the packet being
transmitted, however, on average, the ReadyNAS Remote overhead is approximately 5%.

Since ReadyNAS Remote is a user space application (as opposed to a kernel application) it
also consumes some CPU resources. All traffic flowing over the virtual network is encrypted
and with a packet-inspected firewall to allow only CIFS/SMB and AFP traffic. The amount of
CPU resources used depends on the data transfer rate.

For example, if using ReadyNAS Remote and transferring data over a 100 Mbps LAN you
may see some measurable CPU usage. The CPU usage may be reduced by not encrypting
the traffic flow.

To disable encryption and improve performance:

1. Go to Properties in the Mac or Windows client and choose the option to disable
Encryption.

WARNING!

NETGEAR does not suggest disabling encryption, but itis an
option if you are comfortable with your networking environment
and need to boost performance.
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