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1
1.   ReadyNAS Replicate Overview
An Introduct ion
NETGEAR® ReadyNAS Replicate™ is a licensed-based software solution that offers small to 
medium-sized businesses a simplified, reliable backup and restore solution that protects 
business data against downtime and disasters. 

This chapter discusses:

•     About NETGEAR® ReadyNAS Replicate™
•     Simplified, Efficient Data Management
•     Centralized Management Console
  Chapter 1.  ReadyNAS Replicate Overview    |    5
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About NETGEAR® ReadyNAS Replicate™

ReadyNAS Replicate is a license-based software solution that offers cost-effective data 
protection that helps minimize downtime and avoid disaster by backing up, then recovering 
data files, complete systems, and even virtual environments in minutes. 

ReadyNAS Replicate can be deployed on any business-class ReadyNAS device, and allows 
data from one ReadyNAS device to be backed up and restored to and from another 
ReadyNAS device. 

Using a centralized web portal, create, manage, and monitor backup and restore tasks that 
operate across ReadyNAS devices from multiple locations.

Figure 1. ReadyNAS Replicate network architecture

ReadyNAS Replicate Features and Benefits
•     Online application for managing replication and recovery tasks
•     Simplified, efficient data management
•     Centralized management console 
•     Manage all jobs on all devices from a common interface
•     Network Virtualization
•     Create backup or restore jobs between any two ReadyNAS systems
•     View consolidated reports
•     Backup and restore system and data - whole or incremental, with options
•     Backup revision control
•     Restore to any network device - not just the job source
•     Restore from any available date point
6   |   Chapter 1.  ReadyNAS Replicate Overview  
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Simplified, Efficient Data Management

Managing efficient backup and restore tasks can be complex, even with the most 
sophisticated tools. Coordination between the data source and backup target is required to 
efficiently and consistently backup data or systems. 

ReadyNAS Replicate automates and simplifies these complexities, creating point-in-time 
backups, even if a backup job takes hours. It is as if the data on your ReadyNAS is taken 
from a snapshot in time while the backup job executes. The data stored in each backup job is 
cataloged and can be easily searched; even a single file within a job can be restored by date. 

Because backups are incremental, only data that has changed is backed up, however each 
and every backup revision behaves as a full backup. By selecting a backup job and a restore 
location, single points of data or an entire system are automatically restored without manual 
copying or downloading.

Data is backed up from one ReadyNAS (called the source) to another ReadyNAS (called the 
target). The target ReadyNAS contains most of the intelligence and manages the backup and 
restore process. The source checks which blocks in a file have changed and only sends the 
changed blocks, while the target catalogs the data from each backup occurrence in a manner 
that makes it searchable with a fully indexed behaving like a full backup but at the cost of only 
an incremental backup. 

In addition, the target instructs the source to create a snapshot of the data to be backed up 
and then instructs the source to release the snapshot when the backup is completed. Having 
the intelligence in the target also allows data to be easily restored to any ReadyNAS device.

ReadyNAS Replicate can also be used to backup and restore unstructured file data across 
your ReadyNAS devices, no matter where they are located. To back up structured data, such 
as database files or virtual machine disk (LUN) on the ReadyNAS, these backups are "crash 
consistent.” If applications, such as databases or virtual machines, do not quiesce and buffer 
flushed, the data in the backup could appear as if the server was halted before all the data in 
memory could be written to disk. However, most modern applications are designed to recover 
from crash consistent data. Creating crash consistent backups has the advantage of putting 
no load on the source host whether a database or virtual machine environment.
  Chapter 1.  ReadyNAS Replicate Overview    |    7
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Centralized Management Console

Although backup and restore tasks happen between ReadyNAS units, the central 
management portal gives you full control over every aspect of the process. 

Always available from multiple locations, use the centralized management portal to control 
data on your ReadyNAS units from anywhere, even when the ReadyNAS is unattended. Use 
the management console to schedule jobs, immediately store and restore data, disable and 
resume jobs, view consolidated reports, and much more. 

Configure and control every aspect of a backup and restore task across multiple locations 
through the centralized management portal. The easy to use management portal runs in the 
cloud and dispatches tasks to your ReadyNAS devices where the backup or restore job runs. 

You can restore a single file by date from one ReadyNAS to another from anywhere with no 
need to download and copy the file, or the need for remote access to the network - it is all 
done with few simple clicks. 

Management Features
•     Access all your devices from one convenient location. The ReadyNAS Replicate 

management portal is accessible from any browser and provides one location in which to 
manage all your data protection tasks.

•     Use the graphical interface to schedule backup jobs. With a few mouse clicks you can 
schedule a backup job according to most any scheduling pattern.

•     Backup and restore an entire system. You can backup an entire system just as easily as 
backing up a single file. Additionally, restoring an entire system is completely automated, 
by selecting the system backup job and then selecting the device you want to assume the 
role of the backed device. This process saves precious time in a disaster recovery 
situation.

•     Easily disable and enable a job. To temporality stop a job from running and start it on its 
schedule at a later date takes just one click. No need to access any of the ReadyNAS 
devices. 

•     Real time reports and progress monitoring. From the Replicate management portal you 
can monitor pending and active jobs, and easily skip pending jobs or cancel active jobs.

•     Aggregated reports. All reports from all backup and restore tasks are aggregated and 
searchable from on convenient location.

•     Restore a single file to any ReadyNAS in your network. The Replicate portal allows you to 
browse backups by date and restore a single file without needing to restore the file to the 
originating ReadyNAS; you can bring it back to any ReadyNAS in your network with a few 
simple mouse clicks.
8   |   Chapter 1.  ReadyNAS Replicate Overview  
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2.   Install ReadyNAS Replicate Add-On
Activate Add-on
The ReadyNAS Replicate add-on is one of many add-ons offered by NETGEAR.

This chapter discusses:

•     About ReadyNAS Add-ons
•     ReadyNAS Replicate Setup
•     ReadyNAS Remote ID
•     Proxy Settings
•     About ReadyNAS Remote

Note:  NETGEAR® ReadyNAS Replicate™ is designed for business-class 
ReadyNAS systems and will not work on Stora, ReadyNAS Duos, or 
sparc-based systems. 
  Chapter 2.  Install ReadyNAS Replicate Add-On    |    9
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About ReadyNAS Add-ons

ReadyNAS Replicate Add-on
To benefit from ReadyNAS Replicate, you need:

•     two or more devices on your network
•     a ReadyNAS Remote ID
•     a valid license key

A ReadyNAS Remote ID can be easily obtained through the FrontView Management 
Console on your ReadyNAS system, or you can create one during the ReadyNAS Replicate 
installation process. 

A ReadyNAS Replicate license key can be purchased from a reseller, or through a link on the 
application. Without a license key, you can register for a 45-day trial period, after which a 
permanent ReadyNAS Replicate license is required. Without a valid license, you will be 
denied access to ReadyNAS Replicate. 

Basic Setup
1. Install the ReadyNAS Remote Add-on from the FrontView Management Console. 
2. Create a ReadyNAS Remote ID, if you do not already have one.
3. Purchase a license key or utilize the 45-day trial license.
4. Sign in using your ReadyNAS Remote ID.
5. Register your license information.
6. Register your devices.

Other NETGEAR Add-ons
NETGEAR offers an array of additional features and services accessed by installing various 
add-ons developed by NETGEAR, NETGEAR’s partners, and community developers. 

To view and download additional ReadyNAS add-ons that are not pre-installed on your 
system, visit http://readynas.com/addons and http://readynas.com/community_addons.

Note:  For more information about ReadyNAS Add-Ons see the 
ReadyNAS for Business Software Manual. 
10   |   Chapter 2.  Install ReadyNAS Replicate Add-On  
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ReadyNAS Replicate Setup 

To install ReadyNAS Replicate:

1. Log into the ReadyNAS FrontView Management Console.
2. Go to Services > Installed Add-ons.
3. Select the ReadyNAS Replicate check box and click Save.

If you do not see the ReadyNAS Replicate add-on listed in your firmware, you can 
download it at www.replicate.readynas.com. See Installing the .bin File on page 13.

 

4. Click the Manage ReadyNAS Replicate button to allow remote access to ReadyNAS 
Replicate. You will be prompted to enter a license key. If you do not have a license, you can:
•     purchase a license using the link on the screen. 
•     purchase a license from your reseller. 
•     select the 45 day trial button to use the product without entering a key. 

If you have purchased a license, you will receive an email confirmation with the license 
key. If you use the trial license, once you actually purchase a license, return to this 
screen, enter the valid license key, and press the Update License button to activate the 
product.
  Chapter 2.  Install ReadyNAS Replicate Add-On    |    11
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5. Enter the license key to register your license information. 

A valid license key auto-populates your account information. This account is used to 
administer the application on the device. 

6. Register the device. 

Once the license is registered, enter your ReadyNAS Remote ID to register the device so 
that it appears in the management portal. If you do not have a ReadyNAS Remote 
account, click the link to create one. See ReadyNAS Remote ID on page 15 to see the 
form.

Note:  If the device is behind an http proxy, server, the license and user 
registration will not be possible until you enter the proxy setting. The 
values can be entered using the Advanced Settings button, which 
enables the configuration tab. See Proxy Settings on page 16.
12   |   Chapter 2.  Install ReadyNAS Replicate Add-On  
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Installing the .bin File
If the ReadyNAS Replicate add-on is not available on your firmware, you can download it 
from the Remote ID login screen, then upload it to your ReadyNAS using the FrontView 
Management Console.

To install the ReadyNASReplicate.bin file:

1. Go to www.replicate.readynas.com.
2. Click the Update ReadyNAS with Replicate Add-on link, and save the 

ReadyNASReplicate.bin file to your computer, a USB drive, or other transfer medium. 

Click the Add-on link 
to download the 
ReadyNAS Replicate 
add-on

Save the .bin file

3. Once downloaded, open the FrontView Management Console on your ReadyNAS, go to 
Update > Local, and upload the .bin file. The process takes several minutes, after which 
you need to reboot the system. You can then proceed with the upgrade.
  Chapter 2.  Install ReadyNAS Replicate Add-On    |    13
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Access ReadyNAS Replicate

To log into ReadyNAS Replicate:

1. Go to www.replicate.readynas.com.

Enter your ReadyNAS Remote ID and password to launch the ReadyNAS Replicate 
application. The default home screen is Views > Network. From here you can see and 
manage all the registered devices on the network. 

•     If you do not have a Remote ID yet, click the Join now link. 
•     If you already have a Remote ID, but have forgotten your User ID or password, click 

the Reset account link.
14   |   Chapter 2.  Install ReadyNAS Replicate Add-On  
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ReadyNAS Remote ID

To get a ReadyNAS Remote ID:

1. If you do not have a ReadyNAS Remote account, click the link to create one.

Click link to create 
a ReadyNAS 
Remote ID.
  Chapter 2.  Install ReadyNAS Replicate Add-On    |    15
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Proxy Settings

If the device is behind an http proxy, server, the license and user registration will not be 
possible until you enter the proxy setting. 

The values can be entered using the Advanced Settings button, which enables the 
configuration tab.

To configure Proxy Settings: 

1. Go to the Configuration tab.
2. Fill out the required fields. 
3. Click Apply Settings to save the changes. 
16   |   Chapter 2.  Install ReadyNAS Replicate Add-On  
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About ReadyNAS Remote 

ReadyNAS Remote comes preinstalled on any ReadyNAS system, and allows secure, 
remote access to shares on your system. A ReadyNAS Remote ID is required in order to 
access the ReadyNAS Replicate application.

To install ReadyNAS Remote:

1. Log into the ReadyNAS FrontView Management Console.
2. Go to Services > Installed Add-ons.
3. Select the ReadyNAS Replicate Remote check box and click Save. 

4. Click the here link on the screen and follow the instructions in the article How to setup 
remote access with ReadyNAS Remote located on the website. 

Here is a direct link to the website: http://www.readynas.com/?p=1435.

5. Enable ReadyNAS Remote.

Be sure to note your UserID, email address, and password.

UserID:       ____________________

email:          ____________________

password:   ____________________

For more information about how to set up remote access with ReadyNAS Remote, click the 
link on the FrontView Management Console interface, or go to http://readynas.com/remote. 

See the ReadyNAS for Business Software Manual for more information about add-ons.
  Chapter 2.  Install ReadyNAS Replicate Add-On    |    17
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3.   ReadyNAS Replicate Views
From the ReadyNAS Replicate Views area, you can create jobs, monitor your devices, and 
generate reports.

This chapter discusses the features in the View area:

•     Monitor the Network
•     About Jobs
•     Monitor Jobs
•     Run Job Reports
  Chapter 3.  ReadyNAS Replicate Views    |    18
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Monitor the Network

The ReadyNAS Replicate home page graphically displays all the devices registered on the 
network, and its status. Use this area to quickly see the exact parameters of all devices on 
your network. 

The top panel shows the following information: 

•     Device name
•     Each volume in the device
•     Total size of each volume in the device
•     Amount of space used on each volume

The bottom shows the following information: 

•     Device name
•     RAIDiator firmware version
•     Device model
•     Free space on the device
•     Total size of all volumes on the device
•     Total space used on all volumes on the device
  Chapter 3.  ReadyNAS Replicate Views    |    19



ReadyNAS Replicate Software Manual 
About Jobs

The Jobs area provides an easy way to add, and delete backup jobs.

Once a job is created, ReadyNAS Replicate will run that job based on the defined schedule 
set for that job. 

In addition to the regularly scheduled job, at any time you have the option to:

•     Disable the job by clicking the red icon.
•     Re-enable a disabled job by clicking the red icon again. 
•     Delete the job by clicking the blue X icon. 

To create a job:

1. See Chapter 4, ReadyNAS Replicate Tools for more information. 
20   |   Chapter 3.  ReadyNAS Replicate Views  
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Monitor Jobs

The Monitor area allows you to view the status of pending and active jobs. Active jobs are 
those currently running, while pending jobs are the next occurrence of a scheduled job. If you 
want, you can run a job immediately from the Monitor area.

At any time you have the option to:

•     Skip the next occurrence of a scheduled job by clicking 
the red icon.

•     Return the skipped job back to an enabled state by 
clicking the red icon again. 

•     Immediately run the job by clicking the blue play button. 
  Chapter 3.  ReadyNAS Replicate Views    |    21
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Run Job Reports

At your request, ReadyNAS Replicate generates reports that shows the outcome of a 
scheduled job. 

To run a report:

1. Select a job from the pulldown menu.

The report runs automatically, and generates a detailed progress report. 

Click the + icon to see the specific details of the job. If a job fails, a generated report 
shows exactly where the problem occurred. 
22   |   Chapter 3.  ReadyNAS Replicate Views  



4
4.   ReadyNAS Replicate Tools
Use the ReadyNAS Replicate Tools area to backup and restore data or the entire system.

This chapter discusses the features in the Tools area:

•     Data Backup
•     Data Restoration
  Chapter 4.  ReadyNAS Replicate Tools    |    23
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Data Backup

Backup Data
Scheduling backup jobs is easy and straight-forward. Use this option to backup data at the 
individual folder level. 

To backup data:

1. Click Backup Data from the Tools navigation panel. 
2. From the Backup From pulldown menu, 

a. Select the device with the data you want to backup. 
b. Check the folder with the data you want to backup.

If you do not check the box, you will get a message later telling you to select the data. 

3. From the Save To pulldown menu, 
a. Select the device on which to copy the data. 

If needed, click the New Folder button to create a new folder for it. 
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4. Click Next to setup the backup job.
a. Select the date you want the backup to take effect. 
b. Select a pattern from the Repeat pulldown menu. 

Options are:

•     Hourly
•     Daily
•     Every weekday
•     Monthly 
•     Custom 

c. Depending on your choice, enter the fields, then 

The custom setting offers hourly, daily, weekly and monthly options.

d. Click Next to preview the scheduled job, then click Apply to schedule the job. 

Click Next to setup the 
backup schedule.

Click Apply to 
schedule backup job.
  Chapter 4.  ReadyNAS Replicate Tools    |    25
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5. View the scheduled backup on the Jobs screen.

See Chapter 3, ReadyNAS Replicate Views for more information.
26   |   Chapter 4.  ReadyNAS Replicate Tools  
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Backup System
Backing up an entire system is just as easy as backing up smaller data folders. 

To backup system data:

1. Click Backup System from the Tools navigation panel. 
2. From the Backup From select the device from the pulldown menu.
3. From the Save To pulldown menu, select the destination folder in which to copy the data. 

If needed, click the New Folder button to create a new folder. 

4. Click Next to schedule the job. 

a. Select the backup effective date from the Effective from field. 
b. Select a pattern from the Repeat pulldown menu. Depending on your choice enter 

the information in the fields provided. Options are:
•     Hourly
•     Daily
•     Every weekday
•     Monthly 
•     Custom 

Click Next to setup 
the backup schedule.
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c. Click Next to preview the scheduled job, then click Apply to schedule the job.

Click Apply to 
schedule the 
backup job.

Click Next to preview 
the backup schedule.

5. View the scheduled system backup on the Jobs screen.

See Chapter 3, ReadyNAS Replicate Views for more information.
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Data Restoration

Restore Data
Restoring jobs is easy and straight-forward. Use this option to restore data at the individual 
folder level. 

To restore data:

1. Click Restore Data from the Tools navigation panel. 
2. From the Restore pulldown menu, select the device with the data you want to restore. 
3. From the Data pulldown menu, select the backup job to restore. 
4. If desired, select an Alternate device from the pulldown menu.
5. Click Apply to accept the parameters. 

Click Apply to 
restore data.
  Chapter 4.  ReadyNAS Replicate Tools    |    29
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Restore System
Use this option to perform a data restore at the system level.

To restore system data:

1. Click Restore System from the Tools navigation panel. 
2. From the Restore pulldown menu, select the device with the data you want to restore. 
3. From the Data pulldown menu, select the backup job to restore. 
4. If desired, select an Alternate device from the pulldown menu.
5. Click Apply to accept the parameters. 

Click Apply to 
restore data.
30   |   Chapter 4.  ReadyNAS Replicate Tools  
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A.   Network Virtualization and Architecture
Network Virtualization is the process of combining hardware and software network resources 
and network functionality into a single, software-based administrative entity. 

Virtualizing ReadyNAS devices on a single virtual LAN simplifies the setup and configuration of 
backup and restore jobs. Use ReadyNAS Remote to automatically create on-demand, encrypted 
point-to-point connections between ReadyNAS units, without the need for manual network setup 
or configuration. 

Once your ReadyNAS is added to your replication network, you can use it as either a source or a 
target for replication tasks. Additionally, there is no need to set up a VPN or SSH tunnel for 
secure communications between devices. 

This chapter discusses:

•     ReadyNAS Replicate Virtualization
•     Architecture
•     Security
•     Performance
  Appendix A.  Network Virtualization and Architecture    |    31
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ReadyNAS Replicate Virtualization

With ReadyNAS Replicate you control your own virtual local area network using a 
cloud-based management portal that allows you to add or remove devices from your network 
from anywhere.

Figure 2. Data replication using network virtualization and web portal management application

Once a device is added to your network and is registered with the centralized management 
portal, it can participate in any backup or restore task, and maintains a persistent connection 
used by the portal to manage replication tasks. Devices in your network communicate as if 
there were on the same local area connection. The fully encrypted private virtual connection 
created between units is created on demand without the need for manual network 
configuration.
32   |   Appendix A.  Network Virtualization and Architecture  
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Architecture
ReadyNAS Replication software application allows you to create an on-demand virtual 
private connection between two or more ReadyNAS units. Unlike traditional VPN application, 
this connection is established without the need for any complicated setup; all you need to do 
is add your ReadyNAS to your virtual network and register the unit with the centralized 
management portal. Once the connection is formed, your devices act as if they are on the 
same LAN.

ReadyNAS Replication runs on business-class ReadyNAS units, and forms a direct 
connection between any two devices. This connection is facilitated by our ReadyNAS 
Remote servers. With few exceptions, once the connection is established, the ReadyNAS 
Remote servers are not used, and forms a direct connection between your units. With a 
direct or relayed connection your data is safe and fully encrypted using NETGEAR’s 
end-to-end security model; only the endpoints can decode the data. In very few cases, when 
a direct connection cannot be formed, our relay servers are used to create the connection1. 

In order to form a connection between your ReadyNAS units, both devices need to be 
registered with our ReadyNAS Remote servers. Your ReadyNAS automatically registers itself 
once the Replication add on has been enabled. Your device uses its unique MAC address as 
its user name, but there is no reason to remember this user name since it is always readily 
available in your Replication network. 

Once your ReadyNAS devices are registered, they log into and form an SSL connection with 
the ReadyNAS Remote servers. The ReadyNAS Remote servers are then used to form a 
control channel. The control channel is used to route end-to-end control messages between 
ReadyNAS units. 

For example, one ReadyNAS might request a connection to another ReadyNAS. In this case, 
a control message flows from the caller, through the ReadyNAS Remote Servers, to the 
callee. The receiving ReadyNAS can choose to accept or decline the incoming connection 
request, and send a response back to the caller over the same control channel. If the 
connection is allowed by the ReadyNAS, the connection setup begins.

During the connection setup phase, our patented NAT traversal technique is used to setup a 
direct peer-to-peer connection between ReadyNAS units so no port-forwarding or dynamic 
DNS is required. The connection setup phase requires temporary use of ReadyNAS Remote 
servers, and exchanges AES keys, which are only shared between endpoints so the data the 
flows between the devices is protected by end-to-end encryption. Once the peer-to-peer 
connection is formed, the data travels directly between your ReadyNAS devices. 

Figure 3 shows how the control channel is used to route messages between units, send 
responses back to the caller, and uses NAT traversal technique so no port-forwarding or 
dynamic DNS is required.

1. A relay server is used in less than 5% of connections.
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Figure 3. Connection setup with ReadyNAS Remote

Security
ReadyNAS Replication offers end-to-end security for remote data access, as outlined below:

1. ReadyNAS Replication running on the ReadyNAS securely (SSL) authenticates with and 
connects to ReadyNAS Remote server.

2. The administrator of the ReadyNAS Replication securely (SSL) logs into the ReadyNAS 
Replication configuration page locally and adds the ReadyNAS to his/her replication 
network.

3. Once the devices have authenticated, the ReadyNAS Remote server will send over SSL 
connection, a list of ReadyNAS devices to which are in the Replication administrator's 
network.

4. Using the control channel setup with the ReadyNAS Remote server, ReadyNAS sends a 
connection setup request to another ReadyNAS. If the requesting ReadyNAS is in the 
access control list located on the ReadyNAS, the connection setup is allowed to proceed.

5. During the connection setup, the ReadyNAS units then exchange 256 AES keys with so that 
the keys are only known by the two endpoints.

6. Once the connection is formed, all data is encrypted and transported directly between the 
two endpoints and only the endpoint can decrypt the data.

It is not possible for users or devices that are not in the access control list, or who has not 
been authenticated with the ReadyNAS Remote server can access your ReadyNAS. 

Although ReadyNAS Remote could potentially be used as a VPN connection to your 
ReadyNAS, it is only allowed to transport replication services between your ReadyNAS 
devices; all other ports on the virtual network are blocked.
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Performance
As typical of any VPN application, ReadyNAS Remote uses an additional TCP or UDP 
header that introduces marginal bandwidth overhead in order to tunnel from the private 
network interface. The relative overhead depends on the size of the packet being 
transmitted, however, on average, the ReadyNAS Remote overhead is approximately 5%.

Since ReadyNAS Remote is a user space application (as opposed to a kernel application) it 
also consumes some CPU resources.   All traffic flowing over the virtual network is encrypted 
and with a packet-inspected firewall to allow only CIFS/SMB and AFP traffic. The amount of 
CPU resources used depends on the data transfer rate. 

For example, if using ReadyNAS Remote and transferring data over a 100 Mbps LAN you 
may see some measurable CPU usage. The CPU usage may be reduced by not encrypting 
the traffic flow. 

To disable encryption and improve performance:

1. Go to Properties in the Mac or Windows client and choose the option to disable 
Encryption. 

WARNING!

NETGEAR does not suggest disabling encryption, but it is an 
option if you are comfortable with your networking environment 
and need to boost performance.
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