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Concepts

NETGEAR® ReadyNAS® storage delivers reliable, affordable and simple solutions for businesses seeking smart IT, not
big IT. Midsize companies can now build solutions for nearly any size location or data store at a fraction of the cost of
traditional monolithic vendors. The ReadyNAS storage platform is especially well suited for backup to disk solutions and
can help reduce backup, restore and disaster recovery times to minutes.

NETGEAR ReadyNAS and Acronis Backup & Recovery 10 work together to provide easily accessible backups for quick
recovery for server, workstations, and business data. This document describes the basic solution architecture and provides
detailed setup and configuration steps for such a solution.

Acronis Backup & Recovery 10 uses ReadyNAS storage as a “vault” to store backups of data and systems. This vault can
be configured as a centralized vault, which allows advanced features such as data deduplication or as a standard
personal vault for simpler backups that can run without the need for a dedicated backup server.

Data Deduplication

Deduplication works by monitoring data as it is written to storage, and removing any duplicate data blocks it finds during
the backup process. Because system/data backups have large amounts of common (similar) data, deduplication can
greatly decrease the amount of storage that is needed when backing up data.

File and block-level deduplication at the source or target eliminates redundant data, especially when copies of the same
data exist on multiple systems. If a file or block is already in a location, only the link is saved instead of a second copy.
In addition, the second copy is not transferred over the network, thus reducing network traffic. This applies to full,
incremental and differential backups.

For example a 400GB backup might have 360GB of duplicate (redundant) data with other backups that have been run
previously. In this case data deduplication could reduce the 400GB backup down to 40GB, providing a saving of 90%.

E Acronis Storage .
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Acronis Vaults

“Centralized Vaults” with deduplication enabled require a storage node server to exist on the network. The storage node
server intercepts data between the backup source (servers/workstations) and the target (NETGEAR ReadyNAS) during the
backup process. Any data that is not unique (duplicate data) is removed during this process to lessen the storage capacity
required to store backups.

“Personal Vaults” do not require a storage node server, the source (servers/workstations) can write directly to ReadyNAS.
This reduces the amount of hardware required to achieve a successful backup. Personal Vaults are convenient to
configure but lack the advanced features such as deduplication.

Acronis & ReadyNAS with a “centralized vault” Acronis & ReadyNAS with a “personal vault”

Business Servers/Workstations Business Servers/Workstations

Data can be
deduplicated No deduplication
Acronis
Management Console

& Storage node

ReadyNAS
(Centralized Acronis Vault cecscccccsccccas ReadyNAS
with deduplication) (Personal Acronis Vault)

1. Backup data is transferred to the Acronis
storage node server from the source (server/
workstation)

2. Deduplicated backups are then written to
the ReadyNAS

1. Backup data is transferred directly to the
ReadyNAS from the source (server/
workstation)

Components
The following components are required to before attempting the below configuration steps.

* A Windows Server running Acronis Backup & Recovery 10 (this must include Acronis Backup & Recovery 10
Management Console and Acronis Backup & Recovery 10 Storage Node components)

e ReadyNAS Business Storage RAIDiator version 4.2.15 and above. This includes NVX, Pro, Pro2, Pro4, Proé,
2100, 3100, 3200, 4200
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Configuration Steps

The following steps can be used as a guide for configuring a ReadyNAS as a deduplication vault for Acronis. This guide
includes the step required to configure both a ReadyNAS and an Acronis Backup & Recovery 10 Server that are located
on the same local area network.

Creating Acronis User & Share on ReadyNAS

To prepare a ReadyNAS for Acronis backup we need to configure a dedicated share (CIFS) and create a user account with
specific permission for writing backups to the share. Doing this will stop unauthorized users from accessing backup data.

Log onto the Frontview management interface of the ReadyNAS you wish to use as a vault with Acronis (i.e. connect to
https://readynas/admin from a web browser). Select the “Security” menu, and then select “User & Group Accounts”.
Enter a name for the account Acronis Backup & Recovery 10 will use to access the storage and a secure password. For
this example we will use "acronis" as the user name. Click “apply” and the account will be created.

N ETGEA R ReadyNAS Pro
Refrash l Help I Logout 'l

User and group accounts are required for share access if the share i1s added without |M,n,ge users .|
public access. You can assign a primary group for each user here and allow the user

to belong to other groups in the Group Management page. A quota value of 0

disables disk quota enforcement.

Admun Password | Security Mode

Admin Pasword

Secuiity Mode

ABC | DEF | GHI | )KL | MNO | POR | STU | wWxYZ | Al | Add User
s Enter user accounts you wish to add. Specify email address if you wish to inform users of their newly
+ Volumes activated account, quota warnings and quota violations (A quota value of O disables disk quota
% Shares enforcement). You can leaye the UID field blank unless the user intends to access this device via NFS. NFS
> Backup users typically will want UIDs matching their accounts on other servers.
> Printers
» System Uze mail Ul )r-mari Graug Pacsword uota (MB
> Status acronis users =] |ewvenese
4 | users g
| | | lusers =] I
| | | [users =l I
| | | [users =] |
Switch to Wizard Mode | Register | @
Fri Noy 05 00:33:23 2010 | I .i .I .[ o (®]
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Select the “Shares” menu and click “Add Shares”. Enter a name for the share you would like to use as the Acronis Backup
& Recovery 10 vault (i.e. “acronis_vault”). Uncheck the “Public Access” box to deny guest users from seeing the data that
will be held in the Acronis vault.

ReadyNAS Pro
Add Shares
¥ Wetwork
% Security Enter the share names and descriptions you wish to add. Deselect the Public Access checkbox if you wish to
— enable user authentication for access to this share via CIFS and AFP protocols.
crvices
* Volumes Name = Description Public Access
v Sharos acronis_vault H Acronis vault for server r I
Share Listing 5
. | [ =
+ Backup
¥ Printers I I k.
» System I I ~
¥ Status
Switch to Wizard Mode ] Register ] I Apply I
FiNovos cosszazore | | el el el TelTTS

Select the “Shares” menu again and then click on “Share Listing”. The existing shares on the ReadyNAS will appear in the
management console. Click on the CIFS icon next to the share that we created earlier (acronis_vault).

NETGEAR ReadyNAS Pro
Connect with Innovation Share List [EGERSEREH
|_Home | |_telp |
» Hetwork A
* Security Shares on RAID Volumes
Services
Volumes
Click on the access icon to customize the access control, Place the mouse cursor over the icon to
display the current access level in the status bar. For instruction on how to access the shares, click
Help.
» Backup
Printers Share Name Description CIFS  AFP HTTR/S Rsync Delete I
b = =
# System IELC I @' = ‘:, O
% Status IVeeam_of‘fsitl | B m
|acronis_vault |acronis vault for server =) E] |
[backup [Backup Share @ ‘_':' O
|media [Media Server share BT B O
fest [ B D
Shares on USB Storage Devices _]
-
Switch to Wizard Mode I Register I Apply
Fri Nov 05 00:34:23 2010 | I .[ .I .I .I ()
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In the permissions menu set the Default Access to “Disabled”, this will deny any user accessing this share by default. Click
the “Write-enabled users” option below and enter the name of the account (acronis) that was created for Acronis Backup
& Recovery 10 to access the backup vault. Click “apply” and the new permissions will be set.

At this point the only user account that can access the new share is “acronis”, this is important as it limits access to
potentially confidential data.

NETGEAR

Connect with Innovafion ™

» Hetwork
» Security

> Services
» Volumes
+ Shares
Share Listing
Add Shares

» Backup
» Printers

» System

» Status

Switch to Wizard Mode I

ReadyNAS Pro

Add Shares

Share List

Refresh Logout

Display Share List

Advanced Options

| oefautt access: [Disabled =f

CIFS | AFP | HTTP/S | Rs¥nc

Share Name: acronis_vault

Share Access Restrictions
Share access for the file protocol can be restricted using the access list(s) below.

arate ¢ s with comma

I Hosts allowed access:

|
[T Read-only users: I
|

[acronis I

I™  Mlow guest access ;'

Read-only groups:

[V Write-enabled users:

Write-enabled groups:

Erifov 05 _00:34:23

2010 |
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Configuring Acronis Backup & Recovery 10 to Recognize ReadyNAS

Now that we have created a “vault” share on ReadyNAS and created a user that can access the share, we can now
configure Acronis Backup & Recovery 10 to recognize the ReadyNAS as a location for backups.

First, log into the Acronis Management Console of an existing Acronis Management Server. Expand the “Vaults” option
from the navigation menu, then select “Centralized”, and click the “Add” button.

Enter a name for the new centralized vault. In this case we will name the vault after the ReadyNAS we are using
(ReadyNAS Pro). Select “type” to be “Managed” and then click the “Change...” link located next to the “Path” option.

B8 Navigaton ~ @ Optons + @ Hep ~

bl | create centralized vault
Navigation 2
o=z Set up a centralized archive storage location (veult).
Sl Peter-pC
@ Dashboard =
@ Backup policies Vault 9

Physical machines
irtual machines

Name: |readytuas prd |
Centralized o &
| Storage nodes 7
B Tasks -]
g Log
% Reports Type: Managed ¥
Storage node: PeterPC ¥
Shortcuts &
B/ Local machine [Peter-PC] Specify where data backed up to the vault will be stored. Managed centralized vauits can reside on a network share, SAN, NAS, or on a hard drive local to the
storage node:
Database path: Requirea Change...

Specfy alocal folder an the storage node nhere the vault's database wil be created. This database wil store the metadata required for cataloguing the
archives and performing deduplication.

Deduplication: off v
Encryption: Not encrypted Change...
&
@ s =]

Enter the full network path to the ReadyNAS that will be used as the “vault” storage, this will include the network address
and the share name created earlier. In this example the path would be “\\192.168.1.49\acronis_vault”.

Lo

) Vault Path B

Spedify path to the vault being created.

EC acronis_vault

BLE Local folders

2.5 Network folders
£ 9% WORKGROUP

BB Tape dives

o aemc tdd e e, ]
Path:  [|1192.168.1.45|acroris_vault| |

Qi
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Click the green arrow and Acronis Backup & Recovery 10 will then prompt for the username and password that is
required to access this location on the ReadyNAS. Enter the username (acronis) and password that was created earlier
and click “OK".

] Access Credentials Ié

The Specify credentials to access '\
) 1192. 168, 1.49\acronis_vault'.

User name: |acronis |

Password: |oooooooo| |

[ OK H Cancel ]

Before we can enable deduplication, we must specify a location for the vault’s database. The database is used to hold
deduplication information about data that is created during backup. Click the “Change...” link next to the “Database
path” option and select a folder on the backup server to locate the database. The Database needs to be located
somewhere on the storage node that will be managing this vault.

fi'-\. B commect v #F Actions v 3 Toos ~ B Navigaon ~ ## Options

g T s
TV SHN I/ create centralized vault <l
Navigation #
. Set up a centralized archive storage location (vault).
=g PeterpC
@ Dashboard | =
@ Bacup policies Vault | g
@8 Physical machines u
@R virual machines
EBS vaits Name: |Readytias Pro | E
=¥ centraized P— =
) Storage nodes T
-E] Tasks -
FLEl Leg
il Reparts Type: Managed ¥
Storage node: PeterPC ¥
Shortcuts A
Path: \192. 168. 1.49\acronis_vaulty Change...
B Local machine [Peter-PC] Specify where data backed up to the vault will be stored. Managed centralized vaults can reside on a network share, SAN, NAS, or on a hard drive local to the
storage node.
Database path: Requirea Change...
Specify alocal folder on the storage node where the vault's database will be created. This database will store the metadata required for cataloguing the
archives and performing dedupiication.
Deduplication: Off =
Encryption: Mot encrypted Change...
“
@ .
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F) Vault Database Path

- — —

T Spedfy path to the vault's database.

—_—

| [ Create folder [@ Rename By Delete & Vault Database
- IEl Local folder

®E> Personal o]
ELE Local folders
B Cc)
H s SRecyde.Bin
HE Boot
HIUE Documents and Settings
HIE Drivers
HIE Hauppauge
HllE MSOCache
HILE NVIDIA
tLE Perflogs
t =l Program Files
HLE Program Files (x86)
HILUE ProgramData
HIE Recovery
HIE System Volume Information
HIE Users [
¥=F Vault Database
HIUE Windows
£ PSPN (D:)
H<.) VIDEO (E:)
H<_ PROGRAMS {F:)
HE SWAP (G:) @

Path: |C:Wault Database’,

@ Help

Now that the ReadyNAS is selected as the path for this “vault”, we can now choose advanced options. This includes the
option for compression, deduplication, and encryption. For best results on deduplication, keep compression disabled.
When the advanced options are selected we then click “Ok” to apply them. At this point the ReadyNAS is now acting as
an Acronis Backup & Recovery 10 “vault” with deduplication capabilities.

@ . @0 comnect > Action: B Navigaton ~ 8 Options v @) Hep -
TR Il create centralized vault
Navigation =
Set up a centralzed archive storage location (vault).
=lgg Peter-PC
@ Dashboard e
- Backup poices Vault (IR
@B physical machines o
@ g virtual machines .
FE vaults Name: |Readyhas Pro | g
: G centralized S— =
) Storage nodes £ 5
¥
Type: Managed ¥
Storage node: Peter-PC ¥
Shortcuts S
= Path: 11192, 168, 1,4 \acronis_vatity Change...
B Local machine [Peter-PC] Specify where data backed up to the vault will be stored. Managed centralized vaults can reside on a network share, SAN, NAS, or on a hard drive local to the
storage node.
Database path: C:\ault Database), Change..
Specify a local folder on the storage node where the vault's database will be created. This database wil store the metadata required for cataloguing the
archives and performing dedupication.
Deduplication:
‘Acronis Backup & Recovery 10 Dedupication must be installed on each machine that backs up to a dedupicating vault.
Compression: off v
Dedupiicated data can be compressed.
Encryption: Not encrypted Change...
e
e

10
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Confirm Acronis Backup & Recovery 10 can Access ReadyNAS
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To confirm that Acronis Backup & Recovery 10 has recognized the new storage you can select “ReadyNAS Pro” from the
list of “Centralized” vaults located in the navigation menu. If the configuration was successful you will notice Acronis

Backup & Recovery 10 will be able to report the amount of available storage with the ReadyNAS and also advanced
information such as deduplication ratio.

Navigation

Navigation

=g Peter-PC
- Dashboard
18 Backup policies
@B Physical machines
@EF virtual machines
=B vauts
i Centralized
¥ ReadyNAS Pro
i1 Storage nodes
HED Tasks
5 Log
-5 Reports

Centralized vaults

B8 navigaton ~  ## Optior

Set up and manage centralzed archive storege locations (vaults). Manage archives stored in the vaults.

Shorteuts

(B Local machine [Peter-PC]

[l 4

# Edit G validate 3§ Delete

PE create & Attach | [} Change user | ' Refresh

?’ ReadyNAS Pro
Centralized managed vault

Connected as: [ Peter @Peter-PC

Path: \\192.168. 1. 49'scronis_vault
Datebase path:  C:\ault Database|
Storagenode:  Peter-PC

Original data size: 0 bytes

Ratio: -
Deduplication: ~ On
Encrypted: No

= Archives: 0
& Badups: 0

I Free: 136078

Occupied: 2.531M8
Archives: Obytes
Vault database: Obytes

Deduplication data store: 0 bytes

| Diskarchives | File archives

& Recover @ vzldate gE

Archive name & Owner

Ocaupied... Badups  Comments

There are no items to show in this view.

Actions and tools
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Conclusion

Now that the ReadyNAS and Acronis Backup & Recovery 10 are configured to work together, backup jobs and policies
can be created from within Acronis Backup & Recovery 10. The policies can be configured to use the ReadyNAS storage

as a deduplicated vault, by selecting the “ReadyNAS Pro” in the “Where to back up” option when configuring backup
policies.

Backup policies can be configured to protect large amounts of servers and workstations within a customer network and
send all backup data to a ReadyNAS.

There are many different configuration options within a backup policy - this provides flexibility to protect systems in a way
that suits the business.

Configuring ReadyNAS to work as an Acronis Backup & Recovery 10 vault provides a reliable, affordable, and simple
way to efficiently backup business data in a smart IT environment.

- Navigation v options v (@
LT Il create backup policy L€l
Navigation # .
- Create a backup policy to protect data on multiple machines.
Sl PeterPC
@ Dashboard o
. =
© Badap polces | O advanced view g
@8 Physical machines Al e
@ EE vitual machines General k
HEY vauts g
B Centralized
= Policy name: Backup 3/16/2011 2:43:44 AM
¥ ReadyNAS Pro “ Bk 311 |
Storage nodes ITtems to back up: Disksfvolumes ¥
+E Tasks
=] Log
L reporis What to back up
i & Ttems to back up 1 disk/volume Change...
selection rules:
B Local machine [Peter-PC] [s¥sTEM]
Where to back up
Archive: Requirea Change...
Archive validation
When to validate: Never ¥
Backup options
Settings: Default Change...
Convert to VM
Configure unattended conversion of backups to virtual machines, Once a backup of the selected type is created it will be converted to 3 VM. If conversion is scheduled, the WM will be created
from the latest backup.
~
@ [
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