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W h a t  i s  R e a d y N A S ® ?

ReadyNAS® is a family of network storage solutions for small and medium businesses, workgroups, and remote/home offices.
ReadyNAS delivers unified storage through multi-protocol NAS and SAN support in an affordable storage appliance. Firms
with less than 500 users rely on it as primary storage for file serving, disk-based backup, and virtual environments, while
larger firms use it as secondary storage or in branch offices. Automatic volume expansion, integrated snapshots, replication
and an embedded cloud backup option make it a versatile platform for building solutions at price points unreachable by
traditional storage vendors. All of the ReadyNAS product family is based upon the common RAIDiator operating system, which
offers simple interoperability between all ReadyNAS systems, and ReadyNAS for Business systems are Microsoft Hyper-V and
Citrix compatible, and VMware Ready. This paper describes how to create a disaster recovery (DR) environment using the
native tools common to all ReadyNAS for Business products.

S n a p s h o t  O v e r v i e w

Snapshots provide organizations with an added level of data protection that has minimal impact on production environments.
By setting up periodic snapshots, users can have a complete second copy of their data at a given point in time (PIT), without
incurring the expense and delay of making a full copy of the data. Snapshots provide instantaneous clones of data by cataloging
all files but only making copies of files if they are altered after the snapshot was taken. In other words, snapshots are a PIT or
“on the box” insurance policy. 

One common use is the rolling snapshot. For example, creating a snapshot that executes daily at midnight would capture the
state of the storage environment at that time. The advantage is having a fall back copy of data that is only hours old from
which one could quickly restore in case of corruption, accidental loss, or malicious behavior. If a shorter period of exposure 
is desired, then snapshots can be taken more frequently. Since snapshots are not application aware, they protect any type of
data or file. Hence, snapshots provide an extra data protection assurance in file sharing environments and general-purpose
protection of generic unstructured data sources in between scheduled full system backups.

NETGEAR® ReadyNAS systems fully support snapshots to provide organizations with a very efficient and low-cost solution to
protect data integrity. The near instantaneous operation and marginal demands on storage resources provide an easy safety
net against PIT data loss or corruption. However, snapshots are not designed to protect against hardware or equipment
failures; this is where the complimentary protection offered by replication comes into play.

R e p l i c a t i o n  O v e r v i e w

Replication enables organizations to copy and distribute data and files across multiple storage solutions within the datacenter,
branch offices, and/or other locations. Replication can be scheduled or take place on demand. As such, the act of replication
provides the basis for periodic backup and DR solutions that protect against hardware or equipment failures, natural disasters,
or other external threats. In addition, replicating data can deliver performance improvements by having the data physically
closer to the applications that are driven by the data.

NETGEAR ReadyNAS systems use rsync technology for secure block-level replication. However, manageability and ease of use
are primary design considerations so a graphical user interface dramatically simplifies replication management in more complex
scenarios. Organizations can implement ReadyNAS replication without specialized storage management professionals. All
ReadyNAS products are interoperable — any ReadyNAS can replicate to and from any other — and data can be encrypted
during the transfer, eliminating the need for a VPN.

C o m m o n  D i s a s t e r  R e c o v e r y  S c e n a r i o s

ReadyNAS is an excellent platform for businesses seeking DR solutions in main data centers, branches, and/or home office
locations. Customers may recover operation from a physical interruption in service due to a large-scale equipment failure,
utility outage, or natural disaster. The focus is on achieving the fastest uptime (Recovery Time Objective) and returning to 
an acceptable known point (Recovery Point Objective). The combination of periodic snapshots with offsite replication 
provides a DR solution that protects organizations against unforeseen service interruptions and enables rapid recovery. 
The following sections highlight five scenarios where ReadyNAS provides a viable DR solution without any additional 
software or expertise requirements. 
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Traditional Physical Server Environment

Providing offsite protection for a traditional server environment is easily achieved by adding ReadyNAS to an existing backup
solution or new IT environment. This scenario typically involves physical servers running Microsoft Windows or Linux and a
combination of existing direct attached and/or networked storage. 

Most commonly, using existing 3rd party backup software (such as products from Acronis, Symantec or StorageCraft) the
ReadyNAS is configured as a backup to disk target (tape replacement). The ReadyNAS acts as a backup repository for the
servers’ backups. The number of servers and size of production data generally determines the most appropriate ReadyNAS
models to deploy; if needed, additional ReadyNAS devices can be deployed to improve overall performance and provide
scalability. With a maximum capacity of 24TB and 10GbE Ethernet for throughput the ReadyNAS platform can provide a
backup location for nearly any business customer. 

The choice of backup software is a key consideration as the efficiency of the ReadyNAS replication and the storage capacity
required will be directly related to the sophistication and capabilities of the backup software. Backup software that includes
intelligent backup/storage techniques such as de-duplication, incremental block level backups, and synthetic full backups will
greatly assist in disk and bandwidth savings when replicating data.

The replication provided by ReadyNAS is based on rsync technology that allows data to be replicated at the block level; this
means only changed blocks of data need to be migrated between two ReadyNAS devices. The more efficient the backup
software is when writing new backups the less data will be replicated offsite.

Building a ReadyNAS backup solution is as simple as deploying a primary ReadyNAS as a backup target that is configured to
replicate to a secondary offsite ReadyNAS. This replication target might be at a hosted data center, a value added reseller’s
(VAR) data center or even, in smaller scenarios, a home location. 

The ReadyNAS for Business product line meets the primary replication needs of most companies with less than 500 users (see
current model specifications for performance and capacity data). As with backup, the choice of 3rd party backup software can
significantly impact replication efficiency. Acronis, Symantec, and StorageCraft all provide an efficient backup software solution
that work with ReadyNAS storage.

ReadyNAS as Backup Target for Virtual Server Environments

ReadyNAS can be used as a storage solution for the backup of existing virtual server environments. This scenario involves
adding ReadyNAS into a virtualized environment where virtual machines (VMs) are executing from storage other than ReadyNAS.
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Figure 1.  Protecting a physical server environment with ReadyNAS



Using either 3rd party backup software such as Veeam, Vizioncore or the built-in backup function of the hypervisor such as
VMware VDR (VMware Data Recovery), the ReadyNAS is configured as a backup to disk target for the VMs. As with physical
server environments, the ReadyNAS acts as a backup repository for the server(s) but with the added benefit of capturing the
complete VM environment including the server configuration, operating system, applications, and associated data files
whenever a backup is created. 

The choice of backup software is critical as it will need to be well suited for virtual environments especially with respect to
de-duplication given the tremendous commonality of data between the contents of VMs based on similar operating systems. 

The primary ReadyNAS is configured to store complete backups of VMs and those backups replicate to a secondary offsite
ReadyNAS. The VMs can then be restored onto another 3rd party virtual environment or directly onto the secondary ReadyNAS.
By powering up VMs directly on a ReadyNAS the restoration process onto the remote server can be skipped since the
secondary ReadyNAS can act as both an offsite backup and a VM repository for live VMs. ReadyNAS can be used with Hyper-V
and Xen, and is VMware Ready (supporting both iSCSI and NFS protocols). 

In some cases restoration can be as simple as attaching a hypervisor to the ReadyNAS and starting up the replicated VMs.
This method makes it easier to get system state up and going faster after a disaster scenario. DR is predicated upon rapid
restoration of service, that is achieving an organization’s Recovery Point Objective within its Recovery Time Objective; this is
where leveraging the ReadyNAS multiprotocol functionality really assists with recovery.

ReadyNAS as Primary Storage for Virtual Environments

NETGEAR supports using a ReadyNAS array as a virtualization storage platform for running live VMs. Deployment of
ReadyNAS with VMware, Hyper-V or Citrix Xen Server is fully supported. Replicating VMs from one ReadyNAS to another,
combined with application backup, offers an integrated DR solution for virtual server environments. This scenario would
typically be found in a smaller environment where performance levels offered by SATA storage and ReadyNAS hosted VMs
meet the production needs of a few workers, test and development environments, or secondary sites.   

The primary ReadyNAS is configured to replicate to a secondary offsite ReadyNAS. Using snapshots will capture complete VM
environments including the server, applications, and associated data files. The VMs can be immediately powered up on the
secondary ReadyNAS by attaching a hypervisor and running the replicated VMs. This provides for rapid recovery of applications
and data after a disaster has occurred. Given that any ReadyNAS can replicate with any other, the secondary unit does not
have to be the same model or capacity as the origin. There only needs to be sufficient capacity to support the work load and
data as required. Hence the ReadyNAS should provide a sufficient platform for temporary production operations given the
limited user base in effect after a disaster occurrence.

When deploying multiple ReadyNAS units in a location, there is the added benefit of live replication/migration from one unit
to another. This can be configured to execute as frequently as every 2 hours or up to 24 hours. The combination of snapshots
that provide the full VM context backup, offsite replications, and the ability to directly relaunch VMs on a remote ReadyNAS
enables a rapid recovery scenario following a service interruption. 
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Figure 2.  Adding ReadyNAS as a backup target to existing virtual environments



ReadyNAS Protecting Remote Office/Branch Offices

ReadyNAS provides a cost effective file sharing, VM platform and DR solution for remote and branch offices. This scenario
typically involves a very small number of users with a limited number of VMs, and little additional direct attached 
and/or networked storage. Often, users have laptops as their primary computing solution and there is minimal use 
of server-based applications. 

The unified, storage approach of the ReadyNAS lends itself to a many-to-one backup and replication scenario with a
centralized data center being the target of the branch office replications. The branch office ReadyNAS is the file server and
also hosts VMs centralizing them for backup and/or replication to a central repository. In addition, 3rd party backup software
can enable laptops to use the ReadyNAS as a backup to disk target, which itself will be backed up and replicated to the
central repository thus providing data protection to all remote data.

A remote office or branch office DR solution usually involves a ReadyNAS in each location that replicates to a larger, central
ReadyNAS. Application data, files, and laptop backups are automatically migrated to a central IT center and included in the
overall corporate or service provider backup and recovery infrastructure. This combination of file sharing, snapshots, VM support,
and offsite replication enables a remote office to protect its applications and data without the need for onsite storage expertise.

Hosted Disaster Recovery Services 

VARs working with smaller customers or promoting their own backup and DR services can leverage the ReadyNAS platform
into a hosted backup and replication service for multiple small customers, all of which can point back to a single unit at the
chosen hosting site. 

Hosted DR services could be provided for any of the scenarios discussed so far. The local configuration remains largely 
the same, but a VAR hosts the replication services and offers backup and DR strategy planning services. Since replication 
can be bidirectional, a VAR could choose to offer managed backup services and include rapid restore of lost or corrupted 
files in additional to standard DR offerings. Even the smallest of customer offices can benefit from a periodic scheduled 
offsite replication. 

The economics for hosted DR services are favorable, especially for smaller scale customers with modest backup and
replication needs. For example, DR services for 50 customers can be hosted, at a scale for only 10 active at any given
moment. A ReadyNAS infrastructure scales economically to provide hosted DR services cost effectively, and profitably.
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Figure 3.  ReadyNAS as primary storage and a VM platform for virtual environments
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G e t t i n g  S t a r t e d

ReadyNAS is a flexible network storage solution that provides multiple DR services to small offices, corporate workgroups, 
and remote/branch offices. Whether users are addressing traditional server environments or have deployed state of the art
virtual environments, the ReadyNAS platform offers choices to meet their needs. The embedded snapshot and replication
technology is mature, but features user-friendly interfaces that are powerful, even in multiple unit installations. NETGEAR
ReadyNAS can expand value-added offerings and grow one simple platform. Get started down the DR path by contacting
your local NETGEAR representative today. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


